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Technology abuse in Intimate Partner Violence (IPV)
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Send harassing 

messages

Stalk online

Account 

compromise

Spy using 

mobile devices
[Burke et al. ’11], [Dimond et al. ’11], 

[Citron ’15],  [Woodlock et al ’16], 

[Matthews et al. ’17],  [Freed et al.’17, ’18]

1 in 4 women    1 in 10 
men experienced IPV in their lifetime in 

US

https://www.cdc.gov/


Authentication safeguards fails in IPV

3

Abuser

• has physical access

• knows passwords

• might own device

Abuser can spy
via mobile devices



“An abusive partner kicked in our front door and wound up in the 

lobby of our building by tracking her phone . . . it was some secondary 

application that the abuser had put on it and knew exactly where 

she was… it was scary.”           

– Case manager
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Spying on intimate partner is both a form of violence 

and facilitates other forms of violence.



A typical off-store spyware app
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All-Inclusive Mobile Phone Spy

✓ Spy on all iOS and Android devices

✓ Track SMS, Call logs, App chats, GPS etc.

✓ No Rooting or Jailbreaking required

✓ Invisible mode, monitor the activity remotely

Remotely record audio, 

video, and alter settings

Real-time 

+ historical



Smooth (ab)user 

experience with 

off-store spyware
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Installing is easy

Whole process takes less than min

On victim’s device: 

No app icon, no notification

On abuser end: 

Fancy web UI or apps

How-to 

guides

Security 

Vulnerability



On-store spyware: 
Seemingly innocuous apps are used for spying
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“I’m looking for an app I can install on 

my wife’s phone that is hidden so that I 

can see where she is or has been via 

cell towers or gps.”

Once installed and configured, can be 

set to be invisible in the app drawer. 

You can also record audio and take 

pictures remotely with it! Be sure to 

silence the camera first though!”

“[Install] Cerberus from the market. 

Dual-use app



How do abusers find spying apps?
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Blogposts 

comparing 

spy apps

Videos how-

to guides

Ad funnels 

for spy apps

Spy app 

websites

Need large number 

of query terms that 

an abuser might use

How to spy on my husband



Search engines give query suggestions
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Snowball searching on Google

…And several links to apps on 
official app stores
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off-store 

spyware apps

Found 

apps usable 

for spying

iTunes App Store: 

apps capable 

of spying



• Find my phone or Anti-theft

• Automatic call recorder

• Automatic data/SMS syncing

• Phone control

• Personal safety

Taxonomy of dual-use/spyware apps
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Mutual tracking

Personal tracking

Subordinate tracking

• Find-my-family / friend

• Couple tracking

• Employee tracking

• Parental control
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Are app developers complicit in 

spying on intimate partner?



Some are promoting spying on intimate partners
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• Suspicious redirect from blogposts discussing 

spying on intimate partner to app websites

Others are condoning spying on intimate partners



Others are condoning spying on intimate partners
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• Suspicious redirect from blogposts discussing 

spying on intimate partner to app websites 

• Paid ads coming up on search

• Customer support give a blind eye



Others are condoning spying on intimate partners
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responses:

condoned IPS admonished against such use



Impact of our study
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Restricted ad-serving on

IPV-related search terms

Took action against 

violating apps and videos

Raised 

awareness
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Dual-use apps will/should remain on stores.

We need detection tools 

to help (potential) victims



Are anti-spyware tools effective?

• Tested 40 anti-spyware apps available in Play Store
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Current anti-spyware apps 

do not flag
dual-use apps as threat



“State-of-the-art” spyware detection remains:

23

Getting hot

Feel being spied on

or +



New Approach: Clinical computer security
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Medical  consultation

IPV victim / Client Trained professionals

Legal counselling Tax consultation
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Build tools for consultation

Privacy Checkup

IPV Spyware 

Discovery Tool 

(ISDi)

Technology 

Assessment 

Questionnaire

Standardize 

technology risk 

assessment

Also collaborating w/ Symantec 

for improving our tool
[Clinical Computer Security for Victims of 
Intimate Partner Violence, USENIX Security, 2019]



Running client consultation with ENDGBV (NYC)
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NYC Mayor’s Office to End Domestic and Gender-Based Violence

Nov ’18 – Feb ’19

• 31 clients
• 33 client consultations

• 77 devices

• Lots of demand!
Found 

explanation

(14)

Unsolved

(2)

Assured not 

being spied

(15)

• 3 (potential) spyware

• 8 abusive configurations

• 8 accounts compromised

Clients and professionals working with 

them are very positive about our approach



What’s next!
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Dual Use apps in other languages
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Dual Use apps in other languages
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Dual Use apps in other languages
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How to spy on my girlfriend How to know if my phone is being tracked

Abusers and Survivors 

get disparate amount 

of help from search 

engines



Intimate Partner Surveillance

and How to Stop it

How search engines 

are failing IPV victims

In-depth analysis of 

US IPS app ecosystem

Current anti-spyware 

doesn’t flag IPS apps

Tech Clinic to help 

survivors from IPS

Analyzing IPS app 

ecosystem globally 

Moving forward:



Installing off-store 

spyware is easy
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Play Protect might 

come into way

Android’s native 

Anti-spyware



Privacy 

Checkup
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Privacy 

Checkup

Google Maps Google Photos


